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1 Introduction
Industrial Control Systems (ICSs) are involved in control
processes of several kinds of critical infrastructures, like
energy production and distribution, water distribution,
and transportation. In the past decade, a growth of
cyber-attacks against ICSs has been observed [1].
Historically, SCADA (Supervisory, Control and Data
Acquisition) systems, PLCs (Programmable Logic
Controllers), RTUs (Remote Terminal Units) and other
elements of ICSs are built to provide high levels of
availability, safety and reliability, but are not prepared
to contrast software attacks effectively. Specifically,
crafted malware can be used by attackers to alter an
industrial process, possibly endangering human lives, or
to gather industrial secrets. In several cases reported,
the target of the attack to a Critical Infrastructure
was an organization aiming at gaining some market
or political advantage. This kind of attackers may
have available much larger resources than average
hackers, being therefore able to perform quite advanced
attacks. This kind of attacks are usually referred to as
Advanced Persistent Threats (APTs). APTs may include
exploits to several zero-day vulnerabilities, may perform
special actions to evade antiviruses, and may carry out
infiltration inside organisations that stay undetected for
years (see for example [2, 3]).
A number of standardisation efforts aimed at
providing guidelines for cyber-security within the ICS
context (see for example [4, 5, 6]). Usually, they strive to
fit standard IT (Information Technologies) approaches
and tools to ICSs. Indeed, ICSs are very special systems,
what makes the application of usual approaches hard.
A quite deep analysis of the shortcomings of current
standards is provided in [7].
In this paper, we provide an overview of the results
obtained in the framework of the Preemptive project [8].
The goal of Preemptive was to improve the cybersecurity of ICSs by developing innovative methods and
tools to detect and protect them from cyber-intrusions,
aiming at being effective even for those involving
APTs. Each Preemptive tool addresses a particular
detection and/or prevention problem, focusing on one of
several aspects, e.g., industrial process, communication
network, embedded devices, SCADA servers, or the use
of USB thumb devices. The Preemptive project has
also devised a specific risk analysis methodology [9],
whose description is outside the scope of this paper.
Special care was put to consider the peculiarities of the
ICSs, both for exploiting the advantages of the specific
context and for taking into account its constraints. A
remarkable feature of the Preemptive approach is the
combination of data coming from all tools into a single
stream for real-time analysis, and its storage into a single

3

database for historical analysis. Any detected event is
reported to the user into customised Human-Machine
Interfaces (HMIs), which show the cyber-security state
of the ICS and its evolution over time, highlighting
the occurrence of anomalies to the operators. In the
described framework, correlation operations are carried
out over the detected events, so that small, apparently
irrelevant and independent, events coming from different
detection tools can be aggregated into one single event
with higher severity, allowing the operator to handle
it properly. To conclude, a tool for asset assessment
provides the baseline inventory for both event correlation
and risk assessment methodology.
This paper is organised as follows. Section 3
provides an overview of the project and introduces
its comprehensive architecture. Sections form 4 to 9
are dedicated to the description of each detection or
prevention tool. The asset assessment tool and the
engine that correlates security events are illustrated in
Sections 10 and 12. Section 13 shows the results of a
realistic testbed. Section 14 discusses limitations and
hypothesis. Conclusions are drawn in Section 15.

2 State of the Art
Preemptive is a quite large project. In this section,
we provide only an overview of the most relevant
references. More specific references are provided in each
section that addresses each tool, where we also highlight
advancements with respect to the specific state of the
art.
Examples of surveys about Network-based Intrusion
Detection Systems (IDSs) are [10, 11, 12]. Specific
results for SCADA systems are listed in [13]. A possible
taxonomy for IDSs derived from literature is provided
in Figure 1, while a taxonomy of Host-based Intrusion
Detection techniques is provided in [14].
Examples of different approaches that can be found
in literature are [15, 16, 17, 18, 19, 20]. Yang et al. [21]
proposed an approach tailored for SCADA systems.
General techniques for anomaly detection in discrete
sequences are described in [22].
Part of the Preemptive research work performs
anomaly detection on data representing the evolution of
the industrial process. The used techniques belong to the
class of Artificial Immune Systems [23] and in particular
to the class of Negative Selection Algorithms (NSA) [24].
Concerning intrusion detection in embedded systems,
Reeves et al. [25] propose a rootkit detector. Cui et
al. [26] propose a “symbiote” mechanism, specifically
designed to inject intrusion detection functionality into
the firmware of the device. Hardware based solutions
were also proposed in [27, 28, 29, 30].
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Figure 1

A Taxonomy for IDS.

3 The Preemptive Project
The Preemptive (PREventivE Methodology and Tools
to protect utilitIEs) FP7 European Project aims at
providing innovative solutions to enhance cyber-security
of ICSs. It proposes tools and methodologies to detect
and prevent cyber-attacks targeting ICSs of utility
companies [31]. Preemptive combines typical low-level
detection tools (e.g., dealing with network traffic and
system calls), with process-level misbehaviour detection
tools, which are able to detect anomalies by analysing the
physical quantities measured on the system. Thereby,
the main contribution of Preemptive consists in the
combination of process, network and host IDSs able to
monitor the whole critical infrastructure, by means of a
correlation engine that collects all the events, warnings
and alarms generated by the different tools, elaborating
runtime and historical data to identify APTs, zero-days
attacks and other possible complex attacks.
All these components have been designed taking into
account common ICSs and SCADA vulnerabilities that
may be exploited by resourceful and motivated attackers,
among which we can distinguish:
• poor networking stack implementations, that make
components vulnerable to Denial of Service (DoS)
and buffer overflow attacks;
• components exposing interfaces, that allow the
configuration or control of process automation
functionalities;
• protocols not defining user authentication or
data integrity features, that allow attackers with
network access to manipulate process control
information.
For what concerns the architecture, the tools and
modules that constitute the Preemptive platform and
monitor the ICS components, devices and networks are
eight, namely:
Host level IDSs:

• IT-HIDS (Host IDS for IT components): monitors
and checks anomalies in standard IT devices
(e.g., SCADA servers, historian server, engineering
workstations).
• ED-HIDS (Host IDS for Embedded Devices):
monitors and checks anomalies in embedded
devices (e.g., PLCs, RTUs).
• HIS (Host-based Integrity System): checks the
integrity of storage devices (e.g., USB thumb
drives).
Network level IDSs:
• P-NIDS (Payload-based Network IDS): analyses
the packets’ content to check anomalies.
• F-NIDS (Flow-based Network IDS): monitors the
network looking for anomalous traffic behaviours.
•
Process level IDSs:
• PR-IDS (Process Related IDS): detects any
abnormal behaviour in the normal operation of
the industrial process.
Discovery Tools:
• ASAS
(ASset
ASsessment):
vulnerability
assessment tool that scans the network to discover
the existing devices and provides hosts and
network information (e.g., IP address, Operating
System (OS), software version, open ports, and
known vulnerabilities).
Correlation tool:
• CAEA (Context Aware Event Analysis):
constitutes the core of the correlation engine,
aiming at the integration and correlation of all the
events/alarms raised by and collected from the
tools.
The Preemptive platform’s architecture is depicted in
Figure 2.
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General architecture of the Preemptive platform.

4 IT-HIDS: Host-based
components used in ICS

IDS

for

IT

The aim of the Host-based Intrusion Detection Systems
for standard IT components (IT-HIDS) is to detect
malicious events performed against a standard IT devices
used in an ICS environment. Particularly we consider
a computer system which hosts application softwares
are used for the SCADA system operation. The goal
of the tool is to monitor the overall activities of the
host while avoiding any attempt to disrupt the normal
system’s operations. Jyothsna et al. [14] present a
review of anomaly based intrusion detection systems .
Jiankun et al. [15] propose an HIDS detection engine
based on modeling system call sequences with Hidden
Markov Model (HMM), which is the statistical model
closely related to our work. A limit of this approach is
the time required for detection of an anomaly. Creech
et al. [18] propose a semantic approach to host-based
detection using contiguous and discontiguous system
call patterns. The drawbacks is that the overhead
imposed by the decision engine does not meet the time
constraints required in ICS environments. Yang et al. [21]
propose an IDS for SCADA systems which monitors
the host resource consumption and builds profiles of
normal consumption based on time and leveraging auto
associative kernel regression empirical modeling and
sequence probability ratio test. This approach focuses on
the detection of vulnerabilities exploitable from the ICS
network and therefore it lacks of the ability to detect
insider threats, such as malicious operations perpetrated
by an operator in the control room.
The tool design comprises three modules, as shown
in Figure 3:

Figure 3

Architecture of the IT-HIDS tool.

1. Processes and Resources Capturing: used
to monitor and capture the process information
on the host machine, including the CPU usage
and network traffic information. The gathered
information is then stored in specific directories
for further analysis by the host manager activity
aggregator.
2. Activity aggregator: parses the information
captured by the process and resource capturing
component, so that it can be processed by the
heuristic analysis component.
3. Learning and Detection: the same algorithm
used in the Flow-based Network IDS (F-NIDS,
described in Section 8) approach is implemented
for the IT-HIDS tool. The main difference consists
in the data provided. During the learning phase,
the samples of normal system usage are fed to
a One Class Support Vector Machine (OCSVM)
classification algorithm, which builds a baseline,
i.e., a region assumed to represent normal resource
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consumption. During the detection phase, the
samples are compared to the baseline. Any
sample which differs from the normal resource
consumption area less than a certain boundary
is assumed to be normal, while samples that are
outside of the boundary are considered malicious.
The boundary selection might vary between
different computer systems.

The dataset used for tool validation is based on
the experiments conducted in a control environment
that mimics the application softwares used in an ICS
network.

5 ED-HIDS: Host-based IDS for Embedded
Devices
Embedded systems represent critical components in ICSs
and are characterized by limited computational resources
and functionalities. Most PLCs were designed relying
heavily on a “perfect” isolation (air gap) from any
possible source of cyber-attacks. Recent attacks have
shown this cannot be considered a safe assumption and
PLCs are shown to be extremely vulnerable (see, for
example, Beresford [32]).
In Preemptive, we propose the ED-HIDS tool, a
Host-based Intrusion Detection System developed for
embedded systems employed for ICS purposes (e.g.,
PLC, IED) . This tool is able to detect attacks
that aim to hijack the control flow of a process and
execute arbitrary code, exploiting memory corruption
vulnerabilities. In order to make the ED-HIDS tool
practically applicable in a real ICS environment, the
development requirements fulfilled were: (I) it was
designed for embedded devices running modern OSs
; (II) it does not require any hardware modification;
(III) it consumes limited CPU overhead, and (IV) it
does not require any virtualisation support. Our
approach assumes the embedded devices are equipped
with security mechanisms commonly implemented by
vendors, the so-called minimum security baseline,
specified as follows:
• ASLR (Address Space Layout Randomization): a
general security mechanism;
• NX memory: prevents executable and writable
memory;
• Full stack canaries/cookies: aids in stack-overflow
mitigation;

The aforementioned minimum security baseline restricts
the number of techniques that could be used by
adversaries to attack embedded devices to a well-known
and limited set of memory corruption exploitations. This
allows us to trigger inspection only at specific points
during the execution of an application. Considering
Return Oriented Programming (ROP) as a control flow
attack, the ED-HIDS tool employs a gadget blacklist
containing addresses of all ROP gadgets. Such a blacklist
is built for all the applications to be monitored, as well
as for the shared library they use, and it checks whether
a memory address represents the beginning of a possible
ROP gadget or not.
The architecture of the proposed solution consists in
two components:
1. Monitor: it is responsible of inspecting the
execution of the applications to be protected. If
the control is transferred to an address present in
the ROP gadget blacklist, it triggers a heuristicchecking routine passing to it the state of the
monitored application.
2. Heuristic routine: it contains a CPU emulator
that performs the instruction placed in the address
passed by the monitor. Its goal is to identify
attempts of ROP payload execution. Thereby, for
every instruction executed by the emulator, the
corresponding address is matched against the ROP
gadget blacklist of the application or library.
The ED-HIDS tool does not inspect any input buffer
when checking whether the instruction to be performed
is a ROP gadget or not. The monitor layer triggers the
heuristic routine only when an address matches an entry
of the gadget blacklist. As a consequence, ED-HIDS has
low CPU overhead and high performances.

6 HIS: Host-based Integrity System
High profile attackers and APTs are known to exploit
USB thumb drives as an effective spreading vector.
There are a number of products on the market that
specifically address security for storage devices (e.g.,
see [33, 34]) and USB thumb drives (e.g., see [35, 36]).
These solutions are mostly focused on confidentiality
while integrity is addressed on a file basis or on a
block basis allowing attacks like restoration of previous
versions of files/blocks or deletion of files to pass
undetected. Further, all solutions adopts password-based

• Full RELRO: aids in GOT-overwrite (and similar)
attack mitigation;
• Heap protection: aids in heap overflow mitigation;
• Double free
mitigation.

checking:

aids

in

double

free

Figure 4

Promiscuous use of a USB thumb drive.
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authentication, but once the user is authenticated, full
access to data is allowed, and a malware can easily infect
the stored files. Our approach provides full integrity
protection of critical data on USB thumb drives, is not
based on user authentication, and allows the user to use
securely its own regular and cheap USB memory in both
ICS systems and other, possibly insecure, equipments.
The HIS (Host-based Integrity System) tool is
designed to prevent any malware or tampered data to
spread into the ICS by exploiting thumb drives or generic
Removable Storage Devices (RSDs). In our approach,
the set of all machines is partitioned into a critical
realm and a regular realm. An “infection” in the critical
realm can have a big impact on the physical process.
The critical realm requires special protection and is
essentially made by ICS devices. Regular machines are
regular IT devices, that can be owned by the utility
operator or privately held by employees.
In our model, threats originate in the regular realm
and spread into the critical realm by means of malicious
or accidental writing on RSDs. Consider the file copy
scenario with promiscuous use of a thumb drive that is
depicted in Figure 4: (i) a critical machine (e.g., an
engineering workstation) writes some data (e.g., a new
PLC logic) into the thumb drive, (ii) the thumb drive
is plugged into a possibly compromised regular machine,
which can infect the logic or add other malicious files
in the thumb drive, and (iii) the thumb drive is plugged
into a critical machine (e.g., a SCADA server) that is
the destination of the file copy and also the target of the
attack.
Our goal is to allow the operator to perform this
kind of promiscuous use while preventing potentially
malicious data or code originated from regular machines
to spread into critical ones. We do this by introducing
a form of cryptography-based access control solely in
critical machines, which are the only trusted part in our
approach. Our problem fits the well known Biba integrity
model [37], where each machine is associated with an
integrity level. The rules of this model deny any flow of
information from the lower level to higher level and can
be summarized with the statement “no read down, no
write up”. This model is implemented in recent versions
of the Windows OS [38] as a form of access control on
the filesystem and, in principle, can be adopted also in
ICS environments. However, when dealing with RSDs
this is not possible, since we require them to be usable
even on untrusted machines.
In our approach, each RSD contains one or more
special directories, that we call secure zones. Any
machine can read or write a secure zone. For critical
machines, these operations are performed under the
protection of HIS, while for regular machines they are
not. For critical machines, it is strictly forbidden to
perform read operations on parts of an RSD that do
not belong to a secure zone. HIS, installed in critical
machines, redefines the semantic of usual read and write
operations at the system call level, hence, applications
are automatically and transparently protected at each

Figure 5
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The elements of the HIS and their positions
within a critical machine and a removable storage
device.

read or write operation issued by standard means. This
is also true for any piece of ICS-specific software like, for
example, a SCADA suite. The details of HIS approach
are depicted in Figure 5. We created HIS by leveraging
available open source software that allows a developer to
realize a filesystem solely developing code that runs in
user space, specifically Dokany [39] and FUSE [40].
Each critical machine keeps its private key and
a corresponding certificate (signed by a unique
Certification Authority), which are generated during the
installation of HIS. Given a certain state of the secure
zone Z, a hash of its whole current content is denoted by
h(Z). For each secure zone Z, the RSD stores a signature
of Z and a last writer certificate. When the content of
Z is updated by a critical machine M , it computes the
signature of h(Z) by using its private key and stores it in
the RSD as the signature of Z along with its certificate as
last writer certificate of Z. Another critical machine M 0
can check the integrity of Z relying only on the content
of the RSD and on its locally stored public key of the
certification authority.
A critical aspect for the efficiency of HIS is the time
complexity of updating the hash h(Z) upon writing of
a small quantity of data (with respect to the content
of the filesystem) and of checking the integrity of the
result of a read operation of a small quantity of data.
We adopt a specifically tailored Authenticated Data
Structure (ADS), stored on the same RSD for each
secure zone, to speed up both cases. Further details
about ADSs and their use for storage systems can be
found in [41, 42, 43]. A more formal description of HIS,
comprising a deep security analysis and applicability
considerations, can be found in [44].
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Recently, the BadUSB [45] class of attacks was
disclosed, where a USB thumb drive hosts a malicious
firmware that mimics a human-interface device, like, for
example, a keyboard. HIS cannot prevent attacks of
this kind. However, within Preemptive this problem was
addressed by developing a specific hardware. The details
of this work are provided in [46].

7 P-NIDS: Payload-based Network IDS
The P-NIDS is a Network Intrusion Detection System
(NIDS) that aims at detecting semantic attacks to ICSs
by analysing the content of the payload of network
packets.
Network packets typically consist of two main parts:
a header containing information necessary to the
delivery of the message, and a payload with the
actual data that is delivered. Existing Payload-based
NIDS solutions aim primarily at: i) detecting variations
in the length or contents of the payload in order to
identify threats such as buffer overflow or injection
attacks [47, 48, 49], ii) detecting deviations from the
protocol specification by using a policy-based [50] or a
learning-based approach [51] to identify attacks that,
e.g., exploit protocol vulnerabilities, and iii) detecting
semantic-attacks to the control process by relying on the
presence or the engineering of an accurate specification
of the actual physical behaviour of the system [52, 53].
As such, none of the existing solutions is able to
detect semantic-attacks, i.e., attacks that undermine the
semantic of a process by tampering with measuring
readings or by crafting malicious commands, without the
availability of a complete characterization of the control
process.
With the P-NIDS we enhance the state-of-the-art as
follows:
• we provide a solution to monitor process variables
with zero to minimal input from domain experts
being required. To this end, we first learn variables’
trend and we then detect deviations from their
normal behaviour that might indicate the presence
of a semantic-attack. Specifically, we provide
distinct techniques to deal with continuous and
binary variables, as well as with a set of (binary)
variables that are interdependent;
• we provide a technique that, based on a preanalysis of the process variables observed over the
network, permits to automatically classify them
and suggest a list of variables that are good
candidates for the monitoring. Thanks to this
technique, the P-NIDS can be deployed even in
cases where process specification documents are
not available, thus it requires minimum input from
the operators;
• we identify a wide set of indicators of compromise
(IOCs) for several ICS-specific protocols. An IOC

is represented by a set of conditions that, if present
on a network, might suggest the presence of an
intrusion.
The main functionalities of the P-NIDS tool, sketched
in Figure 6, are:
1. Traffic capture and process variables
extraction: initially,
the network traffic is
collected and parsed. For example, the P-NIDS
could monitor the traffic between a SCADA and
a PLC. At this level the raw packets need to
be captured and decoded, and application level
messages need to be parsed in order to identify
the different variables and associated values. In
addition, it is important to provide a mechanism
that allows a listener to be notified when a new
data point for a specific variable is available, so
that such value can be taken into account. To
such end, we have built a Script Engine on top
of SilentDefense, the intrusion detection system of
SecurityMatters [54]. While SilentDefense provides
the functionalities to capture and parse network
traffic, the Script Engine provides an event
management mechanism that generates callbacks
when specific events (e.g., the availability of a new
data point) occur.
2. Variable selection and characterization: once
the variables and their values have been extracted
from the network, it is necessary to characterize
them. For example, based on their data type
(e.g., whether they are continuous, constant,
binary or discrete) one might guess whether
a variable represent a physical measurement, a
setpoint, a status or a command. In addition, it
should be possible to distinct critical variables from
non-critical ones. Consider that the number of
variables present in an industrial control system is
typically very high and monitoring all of them is
impracticable, as it would lead to high operational
costs for alerts analysis. Two approaches could be
followed to obtain meaningful information about
process variables: i) leverage the knowledge of
domain experts; or ii) apply heuristics to infer such
information directly from the network data (e.g., a
variable can be classified a constant in case only
a single value has been ever observed during the
learning period). Although the first method is the
most accurate, it is also the most expensive one
since it requires significant effort and time from
operators. For this reason, we provide a technique
that leverages data coming from the network to
infer information about the variables.
3. Learning and Detection: once the set of critical
variables has been identified, it is necessary to
learn their normal behaviour in order to detect any
dangerous deviation. During the learning phase,
we should understand how such variable changes

PREEMPTIVE: an Integrated Approach to Intrusion Detection and Prevention in ICSs

Figure 6

9

The P-NIDS tool general approach.

over time and how its value depends from its
past values or other variables’ values. Obtaining
an accurate prediction model, during detection
we can compare the results of our predictions
with the current values : in case the distance
between the predictions and the actual values
is too high, we can assume that an anomalous
behaviour is ongoing, hence we can raise an alert
to notify the interested party. Clearly, choosing the
right prediction model for a variable depends on
multiple factors such as the type of the variable
and its statistical properties. With our P-NIDS
we apply distinct techniques for different kinds
of variables. Specifically, we use autoregression
to model continuous variables, variable-length
Markov chain to model single binary variables and
Bayesian network to model a system of binary
variables.
The P-NIDS tool has been validated on (simulated
and real) data coming from several domains. According
to our results, the P-NIDS is able to:
• detect irregularities over the values of continuous
and binary variables that might indicate a
semantic attack (e.g., activities as performed by
Stuxnet);
• detect anomalies in the behaviour of a system
of variables, that might indicate the presence of
a semantic attack acting over multiple variables
(e.g., the Aurora attack); and
• carry out the detection in an agnostic fashion,
meaning we need very limited or no input
from domain experts or configuration files. This

characteristic facilitates the applicability of our
approach in different domains, enhancing its
adoptability.

8 F-NIDS: Flow-based Network IDS
The aim of the Flow-based Network Intrusion Detection
System (F-NIDS) is to detect network anomalous
activities on ICSs network traffic.
State-of-the-art of flow-based NIDS can be classified
as (i) pattern-based solutions that learn the amount
of flows in a network [55], (ii) time-based solutions
that analyse the network flow by looking at the
packet timings [56]; and (iii) clustering-based solutions
that aggregate flows to form clusters of similar flow
records [57]. Most of the existing solutions deploy a
single approach for their detection so, as far as we know,
the F-NIDS is the fist example of a hybrid solution
that embeds deterministic rules and learning approach
together. With our F-NIDS we enhance the state of the
art by (i) creating a flow-based NIDS that is designed to
deal with ICS-specific protocols such as Modbus/TCP
and (ii) being able to detect anomalies in the traffic flow
that might indicate the presence of a flood attack, a manin-the-middle or a denial-of-service.
The design uses a two-layer detection approach,
consisting in deterministic and heuristic methods. The
deterministic approach is used to check the validity
of IP addresses on the network, to make sure an IP
address is not used for snooping or attacks. This stage
contributes to the logic IP collector for MITM attack
detection. On the other hand, the heuristic approach is
used to identify flow-based anomalous behaviours on the
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variation between the observed parameter and the
learned one.

Figure 7

Architecture of the F-NIDS tool.

network, analysing the packet size, flow size and packets
per second.
The F-NIDS tool comprises four different modules, as
shown in Figure 7, specifically:
1. Flow information capturing and extractor:
during this stage, the traffic exchange between the
field devices and the SCADA servers is collected
and the IP header information is parsed and
transformed into flow data. We capture only traffic
with ICS-specific protocols. Although our solution
has been implemented for Modbus/TCP it can be
easily extended to any other protocol.
2. Logic Protocol and IP collector: once the
data about the traffic flow is collected and stored
in the database, the valid IPs and protocols for
the network are to be identified. To such end,
we apply the deterministic approach, relying on
the information provided by operators about the
valid IP address and protocols that are used within
network we are monitoring, which is then whitelisted.
3. Network flow information aggregator: the
network flow aggregator extracts from the data
the right features that enable the learning of the
traffic flow. These features are computed per each
flow and include: (i) number of packets per second,
(ii) flow size, and (ii) packet size. These can be
computed regardless of the flow direction or for a
given source-destination pair.
4. Learning and Detection: the set of features
extracted during the previous phase are then
passed to the learning and detection phase.
Initially, the chosen feature to be monitored
typically exchanged in each flow is registered.
During detection an alert is raised if the there is a

The learning and detection techniques are implemented
using the One Class Support Vector Machine (OCSVM)
algorithm. This approach employs sequential minimal
optimization to solve the quadratic programming
problem using Lagrange multipliers [58]. The algorithm
maps the data into a high dimensional feature space
through a kernel and performs iteration to find the
maximal margin hyperplane that best fits the separation
of training dataset.
In the case of ICS networks, the network flow traffic
can be related to the sample dataset which can be
represented by a numeric dataset, in order to identify
lower and upper bounds using the heuristic approach.
The OCSVM is able to dynamically learn and detect
the boundary in datasets based on the input parameter
given. The OCSVM approach has been used by [59] for
deep packet inspection in ICS networks.
The tool has been tested and validated with
simulated data obtained from the emulation of micro
grids and from a simulated water tank, implemented
within the Preemptive project. The datasets include
the normal operation of certain operational conditions
and malicious activities, due to port scanning and ARP
spoofing.

9 PR-IDS: Process Related IDS
The Process Related Intrusion Detection System (PRIDS) tool analyses data at the industrial process level,
i.e., the physical domain. In literature, it is common to
find solutions that aim at protecting ICSes gathering
information at the communication level. Only in rare
cases the detection is performed using information from
process level. Thetaray [60] monitors ICSes in real-time
using data collected at the process level. ICS2 On-Guard
system [61] adopts a machine learning technique to
characterize the normal behaviour of the system and
detect deviations it. These tools are commercial and
information about their detailed operation or about
their performance are not available. Therefore, actual
comparison with respect PR-IDS cannot be performed.
The tool is designed to raise an alarm or warning
as soon as it detects an abnormal behaviour in the
monitored process(es). The PR-IDS tool receives from
the control system all the measurement variables
available from the network in real-time.
The set of measurements is first processed to
define the operation states of the system by applying
different methods of data analysis, in particular
methods for scaling the measurement values and
for dimensionality reduction (like principal component
analysis). Those states may correspond to normal or
abnormal functioning conditions of the utility.
The PR-IDS tool bases its detection capabilities
on the Negative Selection Algorithm (NSA) [24], that
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belongs to the group of Artificial Immune Systems
computational techniques [23]. NSA’s underlying idea
is the possibility to distinguish between a self and a
non-self behaviour of a system by generating a set of
detectors that cover the non-self region of the operation
states. In this context, self is defined by the set of normal
operation states (NOS) of the monitored process, while
any event laying outside the self subset of operation
states is considered an anomaly.
The V-detector algorithm implementation of a NSA
is used as the base algorithm for detection [62, 63]. Vdetector allows the generation of variable-sized detectors
and the use of real-value representation, among other
differential features, to obtain the set of detectors.
The detection system works basically in two phases:
(I) The training phase, that requires historical data
to characterize the NOS and generate the detector set;
and (II) the detection phase, that performs detection
once the group of detectors has been obtained and the
system is connected to the process level. All incoming
data is tagged, in real-time, as normal or abnormal,
according to the result of the detection algorithm.
Both the training and detection phases consist
mainly of three sequential processes: normalization,
dimensional reduction and detection. The tool workflow
is summarized in Fig 8(a).
An example of the operation state space is shown
in Fig 8(b). A set of normal operation states (gray
circles) and the detectors generated around them (green
circles) are displayed. In addition, an operation state
is detected as abnormal, since its state vector falls on a
region covered by detectors (black and red circle).
For the implementation of the tool, a multi-agent
architecture approach has been adopted to tackle the
complex problem arising in any industrial process from
the analysis a large number of physical variables
monitored in real-time. Agents are independently
running entities (that monitor a specific part of
the process, area of the system, etc.) and can be
added, removed and reconfigured without altering the
other components, and without restarting the local
IDSs. The tool’s architecture was built over an open
source distributed real-time computation system Apache
Storm.
The tool has been tested and validated with
simulated data originated within the Preemptive project,
that included normal operation and known anomalies,
and real data provided by members of the project
Consortium. In all cases, the detection rates obtained
were above 90% and up to 100% in some cases.
Results
of an implementation of the multi-agent
approach analysing electrical simulations performed,
within the project framework, by IREC colleagues in
the CIGRE MV model system with DER (distributed
energy resources) is available at [64]. Single- and multiagent approaches have been compared, obtaining better
results in the latter.

Figure 8

Top: workflow inside the PR-IDS tool consisting
mainly on three sequential phases: normalization,
dimensional reduction and detection. Bottom:
example of a set of normal operation states, the
detectors generated around them, and an
abnormal operation state.

10 ASAS: ASset ASsessment
The ASAS tool aims to support the Event Analysis
as well as Asset Assessment Process during the
application of the Security Assessment Methodology [9]
devise within Preemptive. ASAS provides access to
automatically generated network models to enhance
the event correlation process carried out by the
CAEA tool. Concerning the Security Assessment
Methodology, the network models are used off-line as
a network documentation automatically generated from
information available in the network.
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intruding components, the Vulnerability Server works in
an active way: it targets directly the servers, PLCs and
RTUs. All modules are implemented using existing open
source products.
1. Inventory Server: provides node and service
discovery and OS fingerprinting by passively
listening to the network traffic. This way, active
devices can be discovered. This module is based
on the open source product PRADS [78]. The
output of this module is analysed and transformed
into an XML-encoded inventory model. The model
specification has been done using the modelling
language YANG, which guarantees a standardbased description of the network.

Figure 9

Overview of the ASAS implementation
architecture.

The idea to support the intrusion detection process
by network information dates back to 1998 [65]. In
2001 [66] and 2004 [67] M. Roesch introduced to
concept of a Target-based IDS (TIDS) and Real Time
Network Awareness (RNA). He mentioned that actual
network security devices are working in a contextual
vacuum as they have no knowledge about network
topology, network assets and asset criticality. This
kind of information can be collected passively or
actively. Passive collection has the advantage not to
disturb any critical network elements, but it can
discover only systems that are communicating. Active
probing is certainly much faster but put additional
network load and may disturb network elements. In
between are approaches using network management
methods which may use out of band communication
(separate management networks) and have minimal risk
of disturbances as normal means of communication
are used. A comprehensive survey on passive detection
methods is provided by [68]. Systematic network
modelling may be used to present the collected
information. A formal way of description is the approach
of [69] and [70]. A rich data model description can be
found in [71] and [72]. An approach based on IETF
RFCs is provided by [73], [74] and [75]. They use the
high-level data modelling language YANG [76], which is
accompanied by [77]
As shown in Figure 9, ASAS is actually a suite that
comprises the following modules: a Topology Server, an
Inventory Server and a Vulnerability Server. They have
different levels of intrusiveness with respect to the ICS.
The Inventory Server is totally passive and uses only a
mirror stream from the target network. The Topology
Server makes use of the infrastructure components and
queries via network management techniques the switches
that provides the target network. In contrast to these less

2. Topology Server: performs link discovery and
generates a model describing the topological
structure of a network. This model is based
on the discovery function of the open source
network management platform OpenNMS [79].
This function performs SNMP-based collection
of topology related information and stores them
into a SQL database from which an XMLencoded topology model is generated. The model
specification has been done, as above, using the
modelling language YANG.
3. Vulnerability Server: is based on OpenVAS
(Open Vulnerability Assessment System), a
framework for vulnerability scanning and
vulnerability management. OpenVAS [80] is the
open source fork of Nessus and targets mainly
Office IT. Since Office components like Windows
servers are widely-used in ICSs, OpenVAS could
be used as-is for assessing servers belonging to
SCADA systems. Nevertheless, OpenVAS is not
aware of peculiarities of industrial equipment and,
therefore, does not check for vulnerabilities in
PLCs and RTUs. In order to overcome this issue,
we implemented the specific Network Vulnerability
Tests (NVTs) to extend the testing features of
OpenVAS. Implemented as a wrapper, a NVT
runs the external testing scripts, captures their
output and feeds it into OpenVAS.
Security scans in the ICS network are scheduled on
a regular basis. Once they are completed, an updated
asset report formated in Asset Reporting Format (ARF)
is generated and made available to the CAEA tool.

11 Data Collection and Storing
Each of the aforementioned tools have been designed
for a specific scope. The Preemptive approach consists
in collecting heterogeneous data from host, process and
network IDSs, combining the capabilities of multiple
tools that are singularly able to detect a specific set
of anomalies and cyber-attacks. The goal is thereby to
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perform correlation and analysis based on data mining
techniques to provide the operators with a broader
and improved view. This allows them to adequately
monitor the cyber-security state of the whole system and
makes possible the detection of anomalous behaviours,
intrusions, and attacks that are better identified after
the aggregation of heterogeneous events.
As depicted in Figure 2, when an event, warning or
alarm is raised from one or more of the detection modules
composing the Preemptive platform, a well defined set of
information identifying the event is formatted and sent
to the VBrain Adapter. The data commonly used for this
purpose includes date and time (timestamp), the tool
that triggered the event, event type, importance rating
(severity) and action performed (if any). In addition,
detailed information about the event is provided, such
as the anomaly source (host, device, process or service),
destination, exploitation methods, among others. Given
the data heterogeneity, it was important to choose a
unique format able to normalise the input messages
for the correlation engine and integrate the acquired
information in a standardized manner. To this end,
the tools generate messages according to the CEF
format [81], adapted for our purposes, and the VBrain
Adapter collects all the alerts received through a
dedicated socket, allowing their processing and storage.
It is also worthy to consider that topologies and
configurations in the target systems may change over
time, as elements and devices can be dynamically added
and removed from the network. Thereby, the CAEA
tool is able to adapt according to network management
information sent from the ASAS tool. In addition, as the
tools work in a standalone fashion, timestamps accuracy
and consistency has been managed by employing the
Network Time Protocol (NTP), so as to avoid timerelated analysis problems and association errors.
The VBrain Adapter, that represents the interface
between the Preemptive tools and the correlation engine,
is composed by two modules:
• a TCP/UDP listener that gathers the CEF
messages and XML files sent by the tools;
• a module that checks the syntax of the received
messages, parses the fields, stores the data in the
database, and makes it available to the CAEA tool.

12 CAEA: Context Aware Event Analysis
Complex events can be detected as a collection of
singular events taking place over time or spread over
different devices, hosts or network segments. Thereby,
the correlation engine aims to find relations among
seemingly unrelated alarms and events, in order to detect
potentially complex unknown attacks.
Real-time operation can be crucial when dealing
with the most critical parts of an ICS. Detecting a
malicious intruder targeting physical processes in realtime can make a vital difference in terms of public
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safety and security. Thereby, the Context Aware Event
Analysis tool is composed of a runtime analysis module
and a historical analysis module. As previously stated,
the data parsed by the VBrain Adapter is sent both
to the runtime data analysis module of the correlator
engine and stored in a dedicated database. The latter
is periodically queried by the historical analysis module
for further processing and data mining. Thereby, both
CAEA modules produce alarms as outputs, which are
made visible to the operators through the Preemptive
HMI.
1. Runtime Data Analysis: it has been designed
to detect a priori known events by means of
a predefined set of correlation rules. Such a set
has been obtained considering all the available
information provided by the different detection
tools and the specific operating context. Hence, if
one or more of the default conditions is matched,
an alarm is triggered and displayed on the
Preemptive HMI. To such end, a Complex Event
Processing (CEP) module has been employed,
which performs a matching between the stream
of incoming events against a known pattern, and
allows to elaborate a large number of alarms in
near-real-time. Specifically, NEsper [82] (the .Net
available version of Esper ) has been chosen, as
it enables the development of applications that
process large volumes of incoming messages or
events from multiple sources, analysing the events
on the basis of predefined rules, and responding to
conditions of interest in real-time.
Some of the main advantages provided by this
technique are the near-real-time capabilities of the
tool, the ability to analyse a potentially unlimited
stream of data, and the possibility to arbitrarily
modify the set of rules, depending on the events to
be revealed. Exploiting this last feature, the CAEA
engine can be easily updated with new correlation
rules for known or potential threats, and it is also
possible to create, edit and customise correlation
rules in order to improve its detection performance
with the know-how and past experiences of the
experts.
2. Historical Data Analysis:
is based on
event mining techniques, implemented on all the
acquired data that is stored on the database to
study the frequency of attempted attacks and
to reduce the number of false positive alarms.
To such end, an implementation of the Apriori
algorithm [83], has been employed, developed for
the discovery of association rules and frequent item
set mining. In this framework, an association rule
expresses an association between items, events in
our case. It states that if an event takes place one
can be confident (with a certain probability) that
another event of the set took or will take place.
The association rules assessment is carried out by
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setting two parameters defined by the algorithm:
the support, that indicates how frequently the item
set appears in the database, and the confidence,
indicating how often the rule has been found to be
true. The choice of these two parameters allows to
modulate the type of rules to be found, and thereby
the objective of the correlation tool. For example,
APTs’ detection has been addressed by lowering
the support (event repeating few times) and setting
a high confidence (the same sequence of events
is triggered each time it takes place). Moreover,
several instances of the Apriori algorithm can
be run with different parameters settings over the
same database in order to retrieve different types
of events correlations.

The set of association rules obtained by the historical
data analysis module is then provided to the runtime
data analysis module, making them available for the
near-real time detection. In addition, as the found
association rules actually constitute a particularly
combined set of anomalous events, an alert is triggered
on the Preemptive HMI.
Given the large number of rules that may be found
by the use of this type of algorithms, the operator knowhow still represents a required contribution. Hence, it
has been developed as a decision support system, and
a mechanism to acknowledge the new found rules has
been implemented, making it possible to discard all those
rules that would not provide any further information
or added value to the CAEA tool. Aside Apriori, the
system’s flexibility allows to implement different types
of algorithms for data mining and association rules
induction.

13 Tools Integration and Evaluation
Several tests have been carried out in the testbed
environment Hybrid Environment for Development and
Validation (HEDVa), located at the IEC laboratory.
It is composed by a combination of virtual machines
(VMs), and real field devices. As basis for the
validation of the Preemptive platform, we exploited
a SCADA/HMI Server, a database (Historian), an
Engineering workstation, an attacker machine, a virtual
switch, and a physical switch, a firewall and 11
RUTs/PLCs (see Figure 10), all connected by a number
of Virtual Local Area Networks (VLANs).
The HEDVa allows the emulation of high, medium
and low voltage distribution and transmission grids,
implemented on the RTUs using real historical data.
For the Preemptive framework validation we chose
the medium voltage distribution grid as testbed
environment, where the voltage and current values are
not actually obtained from real power sources, but
are provided by a master hidden PLC that sends
precomputed values, related to real consumption data
captured in a 24h scenario.

As depicted in Figure 10, the Preemptive tools have
been implemented in HEDVa as follows:
• IT-HIDS is installed in the SCADA Server as an
activity monitoring agent;
• PR-IDS is deployed as a VM and analyses both
process data flowing on one of the VLANs and data
stored in the Historian by the SCADA Server;
• P-NIDS is on a dedicated VM, analysing traffic to
and from the SCADA/HMI Server;
• F-NIDS is on a dedicated VM and acquires data
flowing among the control network and the field
devices;
• HIS is installed on Servers and the Engineering
workstation;
• ED-HIDS is installed on a field device, emulated
by a Raspberry-PI;
• ASAS is a VM gathering data from all the VLANs;
• CAEA and the Preemptive HMI are installed on a
VM, collecting data from the VLAN and displaying
the alarms triggered by the various tools to the
operator;
• the attacker machine is connected to different
VLANs, so as to be able to launch attacks to the
various devices of the testbed.
A wide number of cyber-attacks has been performed,
among which MitM for data manipulation, buffer
overflow, malicious request to field devices, malware on
USB drives and on host devices, and fuzzing attacks.
Table 1 shows the detection results for each type of
attack, demonstrating that these are all detected by at
least one Preemptive tool. More specifically, the HIS,
IT-HIDS and F-NIDS tools are able to alert when an
attack is entering a system before perpetrating damages
to the physical system. The P-NIDS, PR-IDS and EDHIDS can alert once the attacker has already managed
to enter the system and it is aiming at compromising the
physical process. Finally, the CAEA enriches the alerts
with semantic information and provides to the operator
additional details, useful to arrest or mitigate the attack.
The result is visualised by the Preemptive HMI, as in
the example shown in Figure 11.

14 Discussion
As the vast majority of security countermeasures, the
tools presented in this paper shows strengths as well as
limitations. This section provides some discussions about
them.
[B.2]The Preemptive platform mostly targets
detection of attacks, albeit prevention is addressed
for USB thumb drives. Most of the effort was put
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Figure 10

The HEDVa testbed and its use for the Preemptive project.

Attack
MitM & data manipulation
Buffer overflow
Malware on USB
Fuzzing
Malicious request
Malware on Host
Table 1
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P-NIDS
X∗
X

PR-IDS
X
X

F-NIDS
X∗

IT-HIDS

ED-HIDS

HIS

X

CAEA
X∗
X

X
X
X
X

Summary of the attacks and detection results. (∗ The effectiveness depends on the kind of data manipulation.)

into detecting unknown (zero-day) attacks which
might be part of an APT. Hence, the platform is
supposed to be used in a context where baseline risks
mitigation is performed by adopting other conventional
countermeasures.
Each tool provides a unique trade-off between
effectiveness in pursuing its specific objectives and
certain assumptions on the applicative context but all
tools strive to be compatible with the peculiar needs of
an industrial context. Several tools (IT-HIDS, P-NIDS,
F-NIDS, and PR-IDS) embrace the anomaly detection
approach in which deviation from a baseline behaviour
is recognised as malicious. Regardless from the specific
technique adopted, this approach has the following weak
points.
1. The assessment of the baseline (training or
learning) must be performed on a data set which
undoubtedly represents correct behaviour.

2. When the system legitimately evolves, changing its
behaviour, false positives are detected.
3. A human intervention for re-training is needed
when system evolves.
4. The set of behaviours detected as malicious is
mostly implicitly described, essentially impossible
to manually tune, and the generalisations with
respect to the provided baseline depends on the
chosen underlying technique.
Considering the extreme stability over time of ICSes,
Items 2 and 3 have a small impact. Item 1 requires an
appropriate procedure to collect data sets for future use.
Regarding Item 4, a possible approach for mitigating it
is to associate a rule-based engine to allow for manuallyconfigured exceptions.
The tools that are supposed to detect or prevent
intrusions on hosts (IT-HIDS and HIS) have the
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Figure 11

Example of detected attacks as shown in the Preemptive HMI.

problem to require the installation of new software,
which might me problematic in practice. For EDHIDS it even requires to change PLC kernel, which
make that contribution essentially a proof-of-concept
that can inspire some vendor to include that feature
in its products. The ASAS assessment tool, has the
obvious limitation that cannot be employed to detect
vulnerabilities which are not known to the community
of the libraries on which it is based. Concerning the
correlation engine (CAEA), the current implementation
of the runtime data analysis is rule-based, which implies
that configuration should be carried out by an expert.
A small help is provided by the historic data analysis,
which suggests rules to be adopted in the runtime part.
However, at the moment, its accuracy is bound to proper
parameter tuning of the underlying Apriori algorithm.
Table 2 summarises the tools with their timescale
of action. The tools whose action is immediate have no
memory and perform their analyse, and possibly detect
anomalies, for each sample of data that is provided to
them. In those cases, since the time spent in performing
the analysis is negligible, timescale is essentially fixed by
the technology context in which they act (e.g., network
packet transmissions and system calls). Others need to
know some history before the analysis and introduces a
delay (like F-NIDS and IT-HIDS).

15 Conclusions
Industrial Control Systems are sensible targets for
high profile attacks, which are able to circumvent
traditional protection methods like antiviruses. Cyberattacks against ICSs represent a serious risk for the
society and can be considered a new weapon for opposite

countries and terrorists. In this paper, we presented
an overview of the results attained in the framework
of the Preemptive European project, which provides
innovative methods and tools to detect and protect ICSs
from cyber-intrusion. We illustrated the Preemptive
architecture and the tools’ functionalities, which perform
detection at host, network, and process levels. The
Context Aware Event Analysis tool correlates events
raised by the different tools and sends them to the
Humane-Machine Interface that make operators aware
about the status of the system in terms of security.
Thereby, the peculiarity of Preemptive is the capability
of the proposed solution to correlate several events,
which individually would appear to be irrelevant,
allowing the detection of skilled attacks that otherwise
may be hidden.

The tools have been tested using real data provided
by the End Users Advisory Board that supported the
project over time. Our experimental results have shown
the feasibility of an integrated approach to cyber-attacks
detection and prevention that can greatly improve cybersecurity awareness in the current ICS context.

Concerning future research directions, we think that
the needs in terms of cyber-security awareness will
be shaped by the adoption of ICS models tailored
to support Industry 4.0. In particular, technologies
like cloud computing, Internet of Things, and artificial
intelligence, along with the trend to distribute decisions
and control, will provide formidable opportunities for
malicious agents that are likely to require specific
detection and prevention strategies.
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Tool

Level

Action

IT-HIDS

host

detection

ED-HIDS

embedded
devices

detection

HIS

host

prevention

P-NIDS

network

detection

F-NIDS

network

detection

PR-IDS

process

detection

network and
host
correlation

vulnerability
assessment
detection

ASAS
CAEA
Table 2

Approach
anomalay
detection

17

Timescale of action
In the order of one millisecond.

Immediate, at the timescale of
interrupt handling
Immediate, at the timescale of system
cryptographic
calls.
anomalay
Immediate, at the timescale of network
detection
protocol communication.
anomalay
In the order of a few minutes.
detection
anomalay
Immediate, at the timescale of process
detection
measures.
passive and
n/a
active
rule-based
Depends on rules
heuristic

Summary of the tools with some of their features.
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